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1 The University of Piraeus

1.1 History

The University of Piraeus was founded as a "School of Industrial Studies" in 1938 by
the Association of Industrialists and Craftsmen, in accordance with the Law
N.5197/1931 and the A.N. 28/1936, in association with the Federation of Public Limited
Companies Greece intending to provide economic, legal and technical education to
industrial executives. Then:

In 1945 it was renamed to "Higher School of Industrial Studies" and its purpose
was that of the systematic theoretical and practical training of administrative
personnel.

In 1949, the organization was complete (law 1245/49).

In 1958, it was renamed to Graduate School of Industrial studies of Piraeus.
From then on, courses lasted four years and degrees awarded were equivalent
to those of other universities.

Since 1966, the school has been operating as a public entity.

From the academic year 1971-1972, studying at the School provided two paths
to select from the second year: Economic Science and Business Administration.

The Department of Statistics and Insurance Science was founded during the
academic year 1977-1978.

With law 1268/82 the school initially operated with one Department. In 1984
(law 43/1984) the school was organized to include three departments: Economic
Science, Business Administration and Statistics and Insurance Science.

In June 1989, Law 377/89 prescribed the renaming of the School to "University
of Piraeus", and the creation of three more academic departments, namely:

o Banking and Financial Management.
o Maritime Studies
o Technology and Production Systems
In the academic year 1990-1991, two of the three departments started to operate:
o the Department of Banking and Financial Management and
o the Department of Maritime Studies

The Department of Technology and Production Systems was launched in the
academic year 1991-1992 and was later (2002) renamed to "Department of
Industrial Management and Technology" according to law 113/30-4-2002/
Government Gazette: 95.

The Department of Informatics began operating in the academic year 1992-
1993.
The Department of Technological Education was launched in academic year

1999-2000 and was renamed in 2002 to "Department of Computer Education
and Digital Systems" and in 2009 to "Department of Digital Systems".



e The Department of International and European Studies was launched in the
academic year 2000-2001.

e The Department of Tourism Studies was launched in the academic year 2017-
2018.

1.2 Organisational Structure

1.2.1 Rectorate

Rector of the University of Piraeus is Professor Sfakianakis Michail, Professor of the
Department of Business Administration.

Vice Rectors:

Vice-Rector for Research and Lifelong Education: Kyriazis Demosthenes, Professor
of the Department of Digital Systems of the School of Information and
Communication Technologies

Vice-Rector for Finance, Planning and Development: Sofianopoulou Styliani,
Professor of the Department of Industrial Management and Technology of the
School of Maritime and Industrial studies

Vice-Rector for Academic and Administrative Affairs: Roukanas Spyridon,
Professor of the Department of International and European Studies of the School
of Economics, Business and International Studies

Vice-Rector for International Relations and External Relations: Veropoulou
Georgia, Professor at the Department of Statistics and Insurance Science of the
School of Finance and Statistics

1.2.2 Organizational Chart

University of Piraeus:

e Rector
o Vice-Rector for Research and Lifelong Education
* Center for Continuing Education and Lifelong Learning (Unit)
* Directorate of Support for University Bodies
e Department of University Authorities
e Department of Planning and Documentation

* Special Account for Research Funds - Financial and
Administrative Support Unit

e Department of Program Management and Monitoring
e Department of Administrative and Technical Support
e Department of Financial Management
* Department of IT (Department of Computerisation)
7



* Network Management Center (Network Operations Center)
o Vice-Rector for Finance, Planning and Development
» General Directorate of Administration Services (see below)
* Library Department
* Department of Technical Projects (Department of Infrastructure)
o Vice-Rector for Academic and Administrative Affairs
» General Directorate of Administration Services (see below)
* Center for Teaching and Learning Support
*  Quality Assurance Unit (MODIP)
o Vice-Rector for International Relations and External Relations
* International Relations Office
o Security and Protection Unit (Department)
o Legal Department
o Strategic Planning Unit (Department)
Senate
o Secretariat of the Board of Directors and Senate
Board of Directors
o Executive Director
o Secretariat of the Board of Directors and Senate
Judicial Office of the Legal Council of the State
Internal Audit Unit
Other Services
o Printing Office
o Publications and Editions Office
o Clinic and Counselling Center
Directorate of Information Communication Technology and Technical Works
o Department of IT (Department of Computerization)
o Department of Technical Projects (Department of Infrastructure)

o Network Management Center (Network Operations Center)
Directorate of Support for University Bodies

o Department of University Authorities

o Department of Planning and Documentation

General Directorate of Administration Services:

Directorate of Administration

o Department of Teaching Staff
o Department of Administrative Personnel and Administration

o Department of Protocol — Processing and Archives

Secretariats of Departments and Schools

8



o School of Economics, Business and International Studies
* Secretariat of the Department of Economics
* Secretariat of the Department of Business Administration

* Secretariat of the Department of International and European
Studies

* Secretariat of the Department of Tourism Studies
o School of Maritime and Industrial Studies
* Secretariat of the Department of Maritime Studies

* Secretariat of the Department of Industrial Management and
Technology

o School of Finance and Statistics

* Secretariat of the Department of Banking and Financial
Management

* Secretariat of the Department of Statistics and Insurance Science
o School of Information and Communication Technologies
* Secretariat of the Department of Informatics
* Secretariat of the Department of Digital Systems
e Directorate of Studies and Student Welfare
o Department of Undergraduate Studies
o Department of Postgraduate Studies
o Department of Student Care
* Accessibility Center for individuals with disabilities
o Student Support Unit (Department)
e Financial Directorate
o Accounting Department
o Department of Payroll

o Procurement and Property Department



2 The Department of Digital Systems

21 Department Objectives

The Department of Digital Systems of the University of Piraeus was founded in 1999 and
covers two important fields:

e Network-Oriented Systems and Services
e Telecommunication Systems and Networks

The transition to the Society of Information requires the emergence of skilled scientists
capable of contributing to the development, implementation and management of modern
digital technology systems.

On this basis, the Undergraduate Programme of Studies of the Department provides the
following majors of study:

e Major in "Telecommunications & Networks" (T&N)

e Major in "Software & Data Systems" (SDS)

e Major in "Computational Infrastructures & Services" (CIS)
e Horizontal Major in "Security" (SEC)

e Horizontal Major in "Teaching Qualification" (ICT)

The Department of Digital Systems offers a four-year Undergraduate Programme of
Studies which corresponds to 240 credits of the European Credit Transfer and
Accumulation System (ECTS) and awards, upon successful completion, a Bachelor
degree in "Digital Systems".

2.2 Students’ professional privileges

The Undergraduate Studies Programme is designed to prepare scientists capable of
successfully coping with complex design, development and implementation problems of
modern digital technology. Graduates of the Department have already staffed IT and
telecommunications companies in the public and private sectors, both in Greece and
abroad, as well as educational organizations. Also, many of our graduates follow a
research path both in Greece and abroad.

2.3 Personnel
I. Professors
e Angeliki Alexiou
e Panagiotis Demestichas
e Christos Doulkeridis
e George Efthymoglou
e Michael Filippakis
e Stefanos Gritzalis
e Maria Halkidi



e Athanasios Kanatas

e Dimosthenis Kyriazis

e Konstantinos Lambrinoudakis
e Ilias Maglogiannis

e Apostolos Meliones

e Foteini Paraskeva

e Andriana Prentza

e Symeon Retalis

e Angelos Rouskas

e Demetrios Sampson

e Nikitas-Marinos Sgouros
e George Vouros

e Christos Xenakis

I1. Associate Professor

e Demosthenes Vouyioukas

II1. Assistant Professors
e Andreas Menychtas

e Orestis Telelis

IV. Emeritus Professors
e Sokratis Katsikas
e Joannis Maniatis

e George Vassilacopoulos

V. Laboratory Teaching Staff
e Aristi Galani
e Dimitrios Gkotzos
e Evangelos Haleplidis
e Vassiliki Koufi
e Eleni-Laskarina Makri
e Christos Manousopoulos
¢ Konstantinos Moutselos
e Angeliki Panou

o FEleftheria Stougiannou
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VI. Specialized Technical and Laboratory Staff

Katerina Poupouza

2.4 Administrative Staff
Academic Secretariat

Secretariat Group E-mail : gramds@unipi.gr

©)

o

Paraskevi Antoniou (Chief)
Tel.:  +30-210-4142235

E-mail: panton@unipi.gr

Sofia Skountzou
Tel.: +30-210-4142373

E-mail:sskountz@unipi.gr

Ioannis Frentzas
Tel.: +30-210-4142426

E-mail: fretzas@unipi.gr

Panagiotis Theodoropoulos
Tel.: +30-210-4142369
E-mail: ptheodor@unipi.gr
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2.5 Infrastructure

The University of Piraeus is housed in its main building at 80 Karaoli & Dimitriou Street,
where the administrative services, offices of part of the teaching and research staff, and
teaching classrooms are located. In addition, it uses facilities in the building on Deligiorgi
Street (Department of Industrial Management and Technology), in the building at 78
Tzamadou Street and Deligiorgi Street (teaching classrooms), in the building at 40
Karaoli & Dimitriou Street (Department of Maritime Studies and teaching classrooms),
in the building at 78 Tzamadou Street (Student Restaurant), in the building at 91 A.
Papanastasiou Avenue (University of Piraeus Research Center), in the building at 80 Zeas
Street (Secretariat of the Department of Digital Systems), and in the building at 150
Androutsou Street (offices of the Teaching and Research Staff and laboratories of the
Department of Digital Systems).

The Department of Digital Systems is housed in a privately owned building of the
University of Piraeus located at 150 Androutsou Street, where six (6) fully equipped
computer laboratories operate with a total capacity of one hundred and sixty (160)
workstations for undergraduate and postgraduate students of the Department. The
Department’s laboratories operate on all working days from 09:00 to 21:00 and are
equipped with modern laboratory equipment (hardware and software), which is
continuously enriched and upgraded.

13



3 The M.Sc. «<Advanced Cybersecurity Technologies and Governance»

The M.Sc. programme «Advanced Cybersecurity Technologies and Governance» is
established within the framework of the European project EU-iNSPIRE (EU iNnovative
multi-diSciPlinary Industry-focused cybersecurity education for wupskilling and
Reskilling the EU workforce) which started in January 2025, has a duration of four (4)
years, and is funded under the programme DIGITAL-2023-SKILLS-05 (Grant Agreement
No. 101190054). Specifically, for the first two (2) cohorts of operation, the organisational
and operational costs of the M.Sc. programme, including the tuition fees for students
from EU countries, are covered by the funding of this project.

The objectives of the EU-iINSPIRE project, and thus of the M.Sc. programme “Advanced
Cybersecurity Technologies and Governance”, are to address the multifaceted educational
and professional specialisation needs that are critical for supporting the future Cyber
Resilience ecosystem of the EU through an innovative triple approach:

e Scientific development of ICT professionals, enabling them to leverage
cybersecurity technologies to enhance the resilience of processes, systems, and
digital infrastructures.

e Training of scientists in cyber risk protection, including the application of
mechanisms for the assessment of threats, vulnerabilities, and risks in cyberspace.

e Empowerment of experts with specialized digital transformation knowledge,
enabling them to implement efficient and innovative solutions in cybersecurity
compliance assessment processes.

The following Universities, that also serve as partners in the aforementioned project, are
participating in this Master Program and have agreed to be actively involved in the
educational process through their teaching staff:

e University of Piraeus (Greece),

e Technical University of Munich (Germany),

e University of Oslo (Norway),

e University of Malaga (Spain),

e Open University of Cyprus (Cyprus)
In addition, the Ecole des Ponts Business School (France) will support the programme by
providing distinguished professors to deliver targeted, seminar-style lectures.

3.1 Subject - Purpose

The widespread use of Information and Communication Technologies (ICT) is
transforming the global social, economic, technological, political, and cultural landscape,
as it enables the rapid creation, transmission, processing, and storage of vast amounts of
data.

14



This development creates new opportunities both for citizens and the business
community who leverage this data to advance their economic, social, technological,
cultural, and scientific development, and for public administration, which views digital
technology as a transformative means to improve the services offered to citizens and
businesses, thereby addressing longstanding administrative inefficiencies.

At the same time, however, as more human activities become digital or are entirely
digitized, they become more vulnerable to cyberattacks that can threaten the proper
functioning of society, its security, and - in the case of critical infrastructures - even
human lives.

Particularly critical under these circumstances is the creation of a secure environment for
the internet, digital infrastructures, and digital services that will inspire trust in citizens
and businesses, leading to the further use and provision of new digital products and
services, often innovative and of high added value. In this direction lie various regulatory
initiatives in the EU, such as the Network and Information Systems Directive-2 NIS2
2022/2555, the Digital Operational Resilience Act DORA 2022/2554, the General Data
Protection Regulation GDPR 2016/679, the e-Privacy Directive 2002/58, the Cybersecurity
Act 2019/881, etc.

The M.Sc. «Advanced Cybersecurity Technologies and Governance» is interdisciplinary
and cross-sectoral in nature and focuses on the specialization of scientists in the fields of
cybersecurity, data protection, and governance of relevant environments. The purpose
of the M.Sc. is the advancement of scientific knowledge in the fields of cybersecurity
technologies, data protection, and governance of relevant environments. Within this
context, graduates of the program will be able to work professionally in matters related
to cybersecurity technologies, data protection, and governance of relevant environments
in businesses and organizations of the private and public sector, as well as produce new
knowledge within related research initiatives.

The objectives of the M.Sc. «Advanced Cybersecurity Technologies and Governance»
that is the means to achieve the aforementioned purpose, include:

e The interdisciplinary specialization of scientists from the field of information and
communication technologies and, more broadly, from the technology of natural
sciences and management sciences, in the knowledge domains of cybersecurity,
data protection, and governance of relevant environments

e The acquisition by graduates of the appropriate knowledge and skills so that they
can engage in research in related scientific areas, with the aim of producing new
knowledge

e The capacity of graduates to contribute to the development of knowledge and
technologies and the adoption of practices in the professional field and to acquire
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operational capability to address problems and implement solutions, primarily in
environments of digital transformation and crisis management

e The capacity of graduates to evaluate, interpret, and promote modern scientific
research and studies relevant to their field of knowledge

e The utilization, by the graduates, of solutions that are structured in a scientifically
substantiated manner, for addressing complex interdisciplinary problems that
arise in their professional or research environments

e The autonomous development of their knowledge and capabilities

e The cultivation, in graduates, of abilities and skills that will allow improvement
of communication skills, creativity, analytical thinking, collaboration, leadership,
motivation, self-awareness, and the resolution of complex problems.

All the above constitute the proposed M.Sc. «<Advanced Cybersecurity Technologies and
Governance» extremely useful, absolutely interesting, and impressively competitive
compared to other top-tier topically similar M.Sc. programs in other European Union
countries, while at the same time being entirely differentiated from the existing related
programs in our country, as it will be the only one in Greece that addresses issues of
cybersecurity, data protection, and governance of related environments, entirely in the
English language.

Above all, the aforementioned activity of establishing an M.Sc. in the English language
with postgraduate students from Greece and other countries both within and outside the
EU is fully aligned with the institutional strategy of the University of Piraeus for
internationalization and the development of innovative and competitive educational
initiatives in the English language.

3.2 Master’s Degree

The M.Sc. awards a Master of Science Diploma in “Advanced Cybersecurity Technologies
and Governance”.

The Master’s Degree Certificate (diploma) is an official public document, the format of
which is determined by decision of the Senate. It is drawn up and awarded in both Greek
and English. Master’s Degree Programmes lead to a qualification at Level 7 of the
European Qualifications Framework (EQF) and the National Qualifications Framework
(NQF). The diploma is signed by the Rector, the Head of the Department, and the
Department Secretary. The grade of the diploma is classified as follows: 5.00-6.49
GOOQOD, 6.50-8.49 VERY GOOD, and 8.50-10.00 EXCELLENT.

The register of M.Sc. graduates is signed by the Department Secretary, the Head of the
Department, and the Rector of the University. A Diploma Supplement, issued in both
Greek and English, is attached to the diploma in accordance with the provisions of Article
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15 of Law 3374/2005 (Government Gazette A’ 189) and Ministerial Decision Ref. No.
d5/89656/B3/13.8.07 (Government Gazette B’ 1466).

3.3 Structure and Bodies of the M.Sc.

The competent bodies for the establishment, organization, and operation of the M.Sc.,
according to Law 4957/2022, are:

a) the Senate of the University

b) the Assembly of the Department

c) the Coordinating Committee (C.C.) of the M.Sc.
d) the Director of the M.Sc.

The responsibilities of the bodies of the M.Sc. are as follows:

1. The Senate is the competent body for matters of academic, administrative, and
organizational nature concerning the M.Sc. programs. The Senate has the following
responsibilities regarding the M.Sc. programs, as well as any others provided by the
Internal Operating Regulation of the institution, provided these have not been
specifically assigned by law to other bodies of the institution:

approves the establishment or modification of the founding decision of the M.Sc.
program, as well as the content of these programs

approves or modifies the internal operating regulations of the M.Sc. programs
approves the extension of the duration of the M.Sc. programs

approves the establishment of collaborations with domestic or foreign institutions
or research centers — institutes and technological bodies as defined in Article 13A
of Law 4310/2014 (Government Gazette 258, Vol. A”) for the organization of inter-
institutional second-cycle study programs, as well as protocols for academic or
research collaboration with domestic or foreign entities

decides on the termination of M.Sc. programs offered by the University

2. The Assembly of the Department is responsible for the organization, administration,
and management of the M.Sc. and specifically:

submits a proposal to the Senate for the approval or modification of the founding
decision of the M.Sc. program, as well as for the extension of the duration of the
M.Sc. program

appoints the members of the Coordinating Committee (C.C.) of the Department’s
M.Sc. program

assigns teaching responsibilities to the instructors of the M.Sc. program
establishes committees for the evaluation of applications from prospective master’s
students and approves their enrollment in the M.Sc. program

establishes examination committees for the assessment of master’s theses of the
master’s students and appoints the supervisor or co-supervisors for each
postgraduate thesis
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e verifies the successful completion of studies in order to award the Master of Science
Diploma

e approves the program’s financial and academic report, following the
recommendation of the Coordinating Committee

e exercises any other responsibility provided by the provisions of the Operating
Regulation

By decision of the Department’s Assembly, the responsibilities listed under items 4
and 5 may be delegated to the Coordinating Committee of the M.Sc. program
(paragraph 2, Article 82 of Law 4957/2022).

Additionally, specific responsibilities of the Department’s Assembly may be delegated
to the Coordinating Committee for the more effective operation of the M.Sc. program,
following the issuance of a relevant delegation decision.

. The Coordinating Committee (C.C.) consists of the Director of the M.Sc. program and
four (4) members of the Department’s Faculty who have academic expertise relevant
to the knowledge areas of the M.Sc. program and undertake teaching responsibilities
within it. The members of the C.C. are appointed by the Department’s Assembly for
a two-year term, concurrent with the term of the Director. Emeritus Professors of the
Department may also participate in the C.C., provided they teach in the M.Sc.
program. The members of the C.C. are not entitled to any salary or compensation for
the execution of the responsibilities assigned to them in relation to their duties. The
C.C. is responsible for monitoring and coordinating the operation of the M.Sc.
program and in particular:

e prepares the initial annual budget of the M.Sc. program and its revisions, if the
program has resources (Article 84 of Law 4957/2022), and submits it for approval
to the Research Committee of the Special Account for Research Grants (SARG) of
the University

e prepares the program’s financial and academic report and submits it for approval
to the Department’s Assembly

e approves the execution of expenditures of the M.Sc. program

e approves the granting of scholarships, remunerative or non-remunerative, in
accordance with what is defined in the founding decision of the M.Sc. program and
the Regulation for Postgraduate and Doctoral Studies

e submits a proposal to the Department’s Assembly regarding the allocation of
teaching duties, as well as the assignment of teaching duties to categories of
instructors (Article 83 of Law 4957/2022)

e submits a proposal to the Department’s Assembly for the invitation of Visiting
Professors to cover teaching needs of the M.Sc. program

e drafts a plan for modifications of the curriculum, and submits it to the
Department’s Assembly

e submits a proposal to the Department’s Assembly regarding the redistribution of
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courses across academic semesters, as well as issues related to the qualitative
improvement of the curriculum

e exercises any other responsibility provided by the provisions of the Operating
Regulation.

4. The Director of the M.Sc. is selected from the faculty members of the Department,
preferably holding the rank of Professor or Associate Professor and is appointed by
the Department’s Assembly for a two-year term, which can be renewed without
limitation. The Director of the M.Sc. is not entitled to any remuneration or
compensation for performing the duties assigned to her/him in relation to the
execution of her/his responsibilities. The Director of the M.Sc. has the following
responsibilities:

1. Chairs the Coordinating Committee (C.C.), prepares the agenda, and convenes its
meetings

2. Submits proposals concerning the organization and operation of the M.Sc. to the
Department’s Assembly.

3. Makes recommendations to the C.C. and other bodies of the M.Sc. and the
University regarding the effective operation of the M.Sc.

4. Serves as the Scientific Coordinator of the program (in accordance with Article 234
of Law 4957/2022) and exercises the corresponding responsibilities.

5. Monitors the implementation of decisions made by the governing bodies of the
M.Sc. and the Internal Regulations for Postgraduate and Doctoral Study
Programs, as well as the spending of the M.Sc. budget.

6. Carries out any other responsibilities specified in the founding decision of the
M.Sc.

By decision of the Research Committee, a Deputy Scientific Supervisor of the
project/program may be appointed, if deemed necessary, following a decision of the
Department’s Assembly.

The administrative and secretarial support of the M.Sc. «Advanced Cybersecurity
Technologies and Governance» is undertaken by the Secretariat of the Department.
Administrative staff who support the Master programmes outside their regular working
hours at the University, as well as those assigned tasks related to the M.Sc., may be
compensated for the services they provide.

3.4 Categories and Number of Admitted Students

Holders of a Bachelor degree from Higher Education Institutions (HEIs) in Greece or
equivalent recognized institutions abroad are eligible for admission to the M.Sc., in
accordance with the provisions of Law 4957/2022, as currently in force. All applicants
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must have sufficient knowledge of the English language, which is the language of
instruction.

Members of Special Teaching Staff, Laboratory Teaching Staff, Specialized Technical and
Laboratory Staff, and administrative personnel of the University may also apply. If, after
the evaluation process, are accepted, they may be considered as exceeding the standard
admission capacity, and only one such individual per year may be admitted, in
accordance with the Internal Regulations of the institution.

More specifically, the M.Sc. is addressed to graduates of Higher Education Institutions
in Greece or equivalent institutions abroad. Indicatively, eligible applicants include
graduates from: Departments of Informatics and Communications, Departments of
Physical and Technological Sciences, Engineering Schools, Law Schools, Departments of
Political Science and Public Administration, Departments of Management and
Economics. Additionally, graduates of the National School of Public Administration and
those from Military Academies of the Armed Forces and Security Forces are also eligible.

The M.Sc. admits one hundred and fifty (150) students per academic year.

3.5 Criteria and Selection Process for Admission to the M.Sc.

The selection of admitted students to the M.Sc. is carried out in accordance with the
provisions and regulations outlined in the Postgraduate Studies Regulation.

A call for applications for admission to the M.Sc. is issued and published on the
Department’s and the Institution’s website, following a decision of the Department’s
Assembly. This announcement includes all relevant submission details. Applications and
supporting documents must be submitted electronically or delivered to the Department
Secretariat within the deadline stated in the call. This deadline may be extended by
decision of the Department’s Assembly.

Each applicant must submit the following:

1. Application form (a template is provided).(Appendix 1: Application for Admission
to the Master Program).

2. Curriculum Vitae (CV).

Copy of degree/diploma or a certificate of completion of studies.

4. Academic transcript (that includes degree/diploma grade if the candidate has
completed the studies).

5. Two letters of recommendation (a template is provided). (Appendix 2:
Recommendation Letter Template).

6. Copy of Bachelor’s or Diploma thesis (if applicable).

7. Scientific publications in peer-reviewed journals or conferences, or other publications

@
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(if applicable).
8. Proof of professional or research activity (if applicable).
9. Certificate of good knowledge of the English language.
10. Photocopy of passport or national identification document.
11. One photograph.

The Department’s Assembly may specify additional required documents. The exact
procedure is detailed in the call for applications.

For candidates holding a Bachelor from institutions abroad, verification will be
conducted to ensure the institution is listed in the National Register of Recognized
Foreign Institutions, as well as in the National Register of Recognized Foreign Degree
Titles. In any case, foreign qualifications must be submitted and accepted in accordance
with the applicable legal provisions.

Exceptionally, applications may be accepted from candidates who, by the application
deadline, have not yet obtained their Bachelor degree. If selected, such candidates must
submit either a certificate of study completion or an officially certified copy of their
degree before enrollment in the M.Sc., otherwise, they will not be allowed to enroll. The
same requirement applies to the certificate of English language competency.

The evaluation of candidates for the M.Sc. is conducted by a Candidate Evaluation
Committee, which is composed of Faculty members of the M.Sc. and is established by
decision of the Department’s Assembly. The approval of Master’s student registrations
is also determined by the Department’s Assembly.

The selection criteria, along with the details regarding how they are applied, are
communicated to the applicants through the official call for applications for the M.Sc.

The criteria include, but are not limited to, the following:
e Academic degrees
e Grade point average of academic degrees

e Course grades —especially the grade of the undergraduate or diploma thesis—
provided they are relevant to the subject matter of the M.Sc.

e Possession of a second degree/diploma or a postgraduate qualification

e Field and duration of professional or research experience

e Letters of recommendation from Faculty members of HEIs and/or employers
o Interview (remotely using digital tools)

e Additional criteria as defined by decision of the Department’s Assembly
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The Department’s Assembly may establish an Additional Internal Examinations
Committee, on the proposal of the Selection Committee, for all or some candidates. The
Selection Committee determines the syllabus and timing of these examinations.

The selection procedure is conducted by the Selection Committee, which:
e compiles a complete list of all applicants,

e rejects candidates who do not meet the minimum criteria -where such criteria have
been set by the Department’s Assembly and are included in the M.Sc.’s Operating
Regulation or whose dossier lacks any required document,

e invites to interview those candidates decided to be called; interviews are conducted
by the Committee members remotely,

e organises any internal examinations deemed necessary for particular candidates,

e ranks the candidates by score and submits its recommendation for approval to the
Department’s Assembly

Successful candidates must enroll with the Department Secretariat within a deadline set
by the Department’s Assembly. In the event of a tie, all candidates who share the same
score as the last successful candidate are deemed successful.

If one or more selected candidates do not enroll, an equal number of alternates will be
invited -where available- to enroll in the Programme, according to their order in the
approved ranking list.

3.6 Evaluation of Candidates

The evaluation of candidates for admission to the M.Sc. is conducted by the Candidate
Evaluation Committee, composed of faculty members of the program and established by
decision of the Department’s Assembly. The Committee may include faculty members
holding the rank of Professor. The evaluation process shall be carried out in accordance
with the criteria and procedures stipulated in the Program’s Regulations and shall
include a remote personal interview conducted via approved digital communication
platforms (e.g., MS Teams or equivalent). The approval of Master’s student enrolments
is also determined by the Department’s Assembly.

The first evaluation phase is preliminary and is based on the information derived from
the submitted supporting documents.
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The criteria used in this phase are the following;:

30%
30%
20%

The total points from the first evaluation phase carry a weighting of 80% in the final score.

The second phase consists of a personal interview of all candidates, in which each one’s
particular aptitude, potential, and overall academic profile are assessed. This phase
carries a weighting of 20%.

3.7 Application Fees, Tuition Fees and Payment Method

For all cohorts of operation of the M.Sc. Programme, within the application process the
applicants pay an application fee of two hundred (200) euros. This fee is non-refundable
for all candidates, regardless of the evaluation outcome.

For the first two (2) cohorts of operation of the M.Sc. Programme, the tuition fees of
postgraduate students coming from Greece and the other EU countries are fully covered
by the European project EU-INSPIRE (EU iNnovative multi-diSciPlinary Industry-
focused cybersecurity education for upskilling and Reskilling the EU workforce),
financed under the DIGITAL-2023-SKILLS-05 programme (Grant Agreement No.
101190054). For postgraduate students coming from non-EU countries, the tuition fees
for these cohorts are five thousand euros (5.000€).

From the third (3rd) cohort of operation of the M.Sc. Programme onward, the tuition fees
of postgraduate students coming from Greece and the other EU countries are five
thousand euros (5.000€), while for postgraduate students coming from non-EU countries
the tuition fees are seven thousand euros (7.000€).

According to the Postgraduate Studies Regulation, tuition fees are paid in two equal
instalments: the first instalment upon the announcement of those admitted to the M.Sc.
Programme, to reserve the place (September), and the second instalment at the beginning
of the second academic semester. Payment of application and tuition fees to the Special
Account for Research Funds of the University of Piraeus may also be made by credit or
debit card.
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From the third (34) cohort of operation onwards the rules governing the exemption of
students from tuition fees shall follow the applicable legislation. Under current
legislation, a number of students not exceeding thirty percent (30%) of the total cohort,
who are not nationals of third countries (Note: A “third country” is any country outside
the European Economic Area (EEA). The EEA includes the 28 EU Member States, as well
as Iceland, Norway, and Liechtenstein), are entitled to a full exemption from tuition fees,
provided that specific criteria are met. These criteria are defined in the Ministerial
Decision “Regulation of issues regarding the exemption of students of Postgraduate Programmes
of Greek Higher Education Institutions from tuition fees” (No. 108990/21/08.09.2022,
Government Gazette B’ 4899), which specifies the required documentation, and the
Ministerial Decision “Determination of the amount corresponding to the national median
equivalent disposable income (individual and seventy percent (70%) of family income)” (No.
84560/21/27.07.2023, Government Gazette 4837/01.08.2023). Additionally, for full
exemption from tuition fees, according to Article 86 of Law 4957/2022, students must also
meet the academic excellence criterion from their first cycle of studies, namely holding
at minimum a bachelor degree with a grade equal to or higher than 7.5/10. For students
granted tuition fee exemption, any fees already paid will be refunded in full. This
exemption applies exclusively to enrolment in one (1) postgraduate programme
organized by a Greek Higher Education Institution.

3.8 Enrolment of Postgraduate Students

The enrolment of admitted postgraduate students shall take place within the deadlines
announced by the M.Sc. Director.

Prior to enrolment, the candidate shall:

e be informed that, under the new European General Data Protection Regulation (EU)
2016/679, which entered into force on 25 May 2018, a unified legal framework for the
protection of personal data has been established across all EU Member States. In this
context, the candidate is informed that, in accordance with applicable legislation
governing the enrolment of successful applicants to postgraduate programmes, the
University of Piraeus maintains personal data of its postgraduate students.
Furthermore, the candidate is informed that the University of Piraeus collects
additional information from its postgraduate students, which may include personal
data. All the collected data are maintained and processed for the purposes of
enrolment, subsequent academic administration, communication with the student’s
designated contacts in cases of emergency, and for ensuring access to electronic
services throughout the duration of studies.

« provide consent for the maintenance and processing of their personal data for all the
above-mentioned purposes.
e declare that all information and supporting documents submitted are accurate,
truthful, and genuine copies of the originals.
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« confirm that she/he has read the “Postgraduate Studies Regulation” and provide written
confirmation that she/he accepts the rules governing the operation of the programme.

e provide the email address at which she/he wishes to receive personalized
correspondence.

Enrolment information is published on the M.Sc. programme’s website.

3.9 Duration of Studies-Conditions of Attendance

The duration of the M.Sc. Programme leading to the award of the Master’s Degree is
three (3) academic semesters.

The first two (2) semesters comprise taught courses, while the third semester is devoted
to the preparation of the Master’s Thesis. Throughout the cycle of studies, students will
also be notified of any seminar-type lectures that are scheduled.

The maximum permitted time for completion of studies is five (5) academic semesters.
Students are entitled to one (1) additional semester beyond the standard duration in
order to complete their studies. Moreover, the Department’s Assembly, on the C.C.’s
recommendation, may grant an extension beyond these (3+1) semesters, following a
student’s application, only for serious reasons beyond the student’s control (e.g.
professional obligations, health issues). The application must be accompanied by the
relevant supporting documents.

Postgraduate students may submit a reasoned request for a temporary suspension of
studies not exceeding two (2) consecutive semesters. Suspension semesters do not count
towards the maximum study period. A suspension is granted upon the student’s
application, the C.C.’s recommendation and a decision of the Department’s Assembly.
The application must state the reasons, the requested suspension period and include any
supporting evidence.

3.10 European Credit Transfer and Accumulation System (ECTS)

The European Credit Transfer and Accumulation System (ECTS) is a tool of the European
Higher Education Area (EHEA) aimed at increasing the transparency of studies and,
consequently, improving the quality of higher education. Its purpose is to strengthen and
facilitate the processes of academic recognition among cooperating institutions in Europe
that operate under different national education systems, through the use of simple and
applicable mechanisms.
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3.10.1 Credits of the Study Programme

The number of credits assigned to each course of the M.Sc. programme reflects the
workload required of a postgraduate student to achieve the objectives of an educational
component, in accordance with the intended learning outcomes and the knowledge,
skills, and competences to be acquired upon its successful completion. Workload
includes all scheduled learning activities, such as lectures, seminars, study, preparation
of assignments, examinations, and similar activities.

3.10.2 Workload

Workload refers to the estimated amount of time a postgraduate student is typically
expected to devote in order to complete all learning activities, such as attending lectures,
seminars, preparing assignments, undertaking independent study, and taking
examinations, required to achieve the intended learning outcomes.

Sixty (60) ECTS credits correspond to the workload of one academic year of full-time
study within a formal learning framework and the associated learning outcomes. For the
courses of the specific M.Sc. programme, one (1) ECTS credit is equivalent to twenty-five
(25) hours of student workload.

3.10.3 Award of ECTS Credits

To be awarded the M.Sc. degree, students must accumulate 90 ECTS credits. The number
of credits assigned to each course component is based on its weight in terms of the
workload that the students have to undertake in order to achieve the intended learning
outcomes.

3.10.4 Transfer of ECTS Credits

The ECTS credits awarded in one programme may be transferred to another programme
offered by the same or by a different institution. Such a transfer shall take place only if
the degree-awarding institution recognizes the credits and the associated learning
outcomes. The M.Sc. programme “Advanced  Cybersecurity — Technologies and
Governance” complies with the European Credit Transfer and Accumulation System
(ECTS) and has a formal procedure for the transfer and recognition of academic course
credits. This procedure is applied in all cases where educational activities listed in the
Study Guide of the M.Sc. programme are of equivalent content and comparable level to
educational activities in which the postgraduate student has been successfully examined
during previous studies, whether those studies were completed or not.
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3.11 Language of the Programme

The teaching language for all courses is English. The bibliography includes scientific
articles and textbooks in English.

3.12 Teaching Staff

The teaching staff of the M.Sc. programme “Advanced Cybersecurity Technologies and
Governance” includes distinguished professors from universities in Greece and abroad,
doctoral-level researchers, as well as prominent executives from Independent
Authorities, public organisations, and private sector enterprises. All members of the
teaching staff possess exceptional academic qualifications, originate from the fields of
Information and Communication Technologies and Cybersecurity, and bring substantial
expertise and unique professional experience gained in internationally advanced
scientific environments.

As part of the M.Sc. programme, the following universities have agreed to participate in
the educational process: the Technical University of Munich (Germany), the University
of Oslo (Norway), the University of Malaga (Spain), and the Open University of Cyprus
(Cyprus). In addition, the Business School of Ecole des Ponts (France) will support the
programme by providing distinguished professors for targeted, seminar-style lectures.
With the active support of these universities, eminent professors and researchers will
contribute to the teaching of the programme, thereby enhancing its international and
interdisciplinary character.

3.12.1 Director of the M.Sc.

Prof. Costas Lambrinoudakis holds a B.Sc. (Electrical and Electronic
Engineering) from the University of Salford (1985), an M.Sc. (Control
Systems) from the University of London (Imperial College -1986), and a
Ph.D. (Computer Science) from the University of London (Queen Mary
and Westfield College - 1991). From 1998 until 2009 he has held teaching
position with the University of the Aegean, Department of Information
and Communication Systems Engineering, Greece. Currently he is a
Professor at the Department of Digital Systems, University of Piraeus,
Greece. From 2015 he is Director of the Systems Security Lab, while for
the period 2015-2020 he served as Head of the Department. For the period
2012-2015 he was a member of the board of the Hellenic Authority for
Communication Security and Privacy, while from 2016 he serves on the
board of the Hellenic Data Protection Authority. His current research
interests are in the areas of Information and Communication Systems
Security and of Privacy Enhancing Technologies. For many years he is
working on issues related to the protection of personal data and the
compliance of information systems to the National and European
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Legislation. He is an author of more than 120 scientific publications in
refereed international journals, books and conferences, most of them on
ICT security and privacy protection issues. He has served as program
committee chair of 15 international scientific conferences and as a member
on the program and organizing committees in more than 200 others. Also
he participates in the editorial board of two international scientific
journals and he acts as a reviewer for more than 35 journals. He has been
involved in many national and EU funded R&D projects in the area of
Information and Communication Systems Security.
(https://www.ds.unipi.gr/en/faculty/clam-en/)

3.12.2 Teaching Staff

Stefanos Gritzalis is a Professor of Information and Communication
Systems Security, at the Lab. of Systems Security, Dept. of Digital System:s,
University of Piraeus, Greece (2019+) and Director of the Postgraduate
Programme “MSc in Law and Information & Communication
Technologies” (2020+). He is a Member of the Board of the Hellenic
Authority for Communication Security and Privacy (2020+). He is a
Member of the Board of the National Commission for Human Rights
(2024+) He was the Rector of the University of the Aegean, Greece (2014-
2018). He has acted as Special Secretary for the Hellenic Ministry for

Administrative Reform and Electronic Governance (2009-2012).
Previously, he was a Professor at the University of the Aegean, Greece,
School of Engineering, Dept. of Information and Communication Systems
Engineering, and member of the Info-Sec-Lab Laboratory of Information
and Communication Systems Security (2002-2019). He was the Head of
the Dept. of Information and Communication Systems Engineering (2005-
2009), Deputy Head of the Dept. of Information and Communication
Systems Engineering (2012-2014), and Director of the Lab. of Information
and Communication Systems Security (2005-2009). He holds a BSc in
Physics, an MSc in Electronic Automation, and a PhD in Information and
Communications Security from the Department of Informatics and
Telecommunications, University of Athens, Greece. His published
scientific work includes more than 14 books (including the book “Digital
Privacy: Theory, Technologies and Practices”, co-edited by A. Acquisti, S.
Gritzalis, C. Lambrinoudakis and S. De Capitani di Vimercati, Auerbach
Publications, Taylor and Francis Group) and 37 book chapters. Moreover,
his work has been published in 336 papers (151 in refereed journals and
185 in the proceedings of international refereed conferences and
workshops). He has co-authored papers with more than 200 researchers
from 30 countries during the last 30 years. The focus of his publications is
on Information and Communications Security and Privacy. His most
frequently cited papers have more than 11.000 citations, h-index=55, i10-
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index=178, as measured by Google Scholar. He is listed, again, in the top
2% of the most cited researchers in the ICT domain around the globe, as
ranked by researchers from Stanford University and published by
Elsevier (September 2024). He acts as Area Editor for the prestigious
“IEEE Communications Surveys and Tutorials” journal (IF=46.7 in the
Clarivate JCR report, ranked No. 1 in 120 journals of Telecommunications
area, and No. 1 in 259 journals of Computer Science, Information Systems
area). He is the Editor-in-Chief or Editor or Editorial Board member in 35
journals and a Reviewer in more than 80 scientific journals. He has acted
as Guest Editor in 35 journal special issues, he has been General Chair or
Program Committee Chair in more than 50 international conferences and
workshops, he has served as a Program Committee Member of more than
600 international conferences and workshops. He has been the advisor of
17 completed PhD theses; these scientists are now working in academia
and industry (TU Delft, University of the Aegean, University of Crete,
ENISA, European Commission JRC, Volvo group, Hellenic Ministry of
Digital Governance, TEIRESIAS SA, Hellenic Statistical Authority,
Hellenic Civil Aviation Authority, Hellenic Ministry of Education etc.).
Moreover, he has acted as external evaluator/examiner for more than 60
PhD students from Germany, Italy, Spain, India, Pakistan, Greece, etc.
Moreover, he has supervised more than 150 Master Theses and 300 First
Diploma / BSc Theses. He has been involved in several National and EU
funded R&D projects receiving research and development grants of over
€ 6.0 million. He has acted as External Evaluator for research proposals
submitted to: ERC European Research Council, Swiss National Science
Foundation SNSF, Italian Ministry of University and Research, The
Netherlands Organisation for Scientific Research, Belgian Fund for
Scientific Research, Czech Science Foundation, FFG Austrian Research
Promotion Agency, ETH Zurich Research Commission, Croatian Ministry
of Science and Education, Slovenian Research Agency, South Africa’s
National Research Foundation, Qatar Foundation - Qatar National
Research Fund, Cyprus Research Promotion Foundation, The University
of Nicosia Research Foundation in Cyprus, Hellenic Foundation for
Research and Innovation, Hellenic General Secretariat for Research and
Technology, Hellenic Ministry of Economy and Development ESF
Operational Programme “HR Development, Education and Life Long
Learning” etc. Moreover, he has acted as member of the 2015 IEEE
Technical Recognition Award Selection Committee for the “IEEE
Communications & Information Security Technical Recognition Award”.
His professional experience includes senior consulting and researcher
positions in a number of private and public institutions. He was elected
twice as Member of the Board (Secretary General, Treasurer) of the Greek
Computer Society. He acts as member of the Hellenic Association for
Information Systems AIS - Hellenic Chapter, the Association for
Computing Machinery ACM, the Instit